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Abstract
Data, which is available in abundance and in accessible forms, if analyzed in an efficient manner, unfolds many patterns and
promising solutions. The present world is moving from the information age to the digital age, entering a new era of analytics.
Whatever the end user does is recorded and stored. The purpose of data analytics is to make the “best out of waste.” Analytics often
employs advanced statistical techniques (logistic regression, multivariate regression, time series analysis, etc.) to derive meaning
from data. There are essentially two kinds of analytics: 1) descriptive analytics and 2) predictive analytics. Descriptive analytics
describes what has happened in the past. Predictive analytics predicts what will happen in the future.

Chapter Preview

Introduction
IDC predicts that by 2025, the total amount of digital data created worldwide will rise to 175 zettabytes (from approximately 40
zettabytes in 2019), ballooned by the growing number of devices and sensors. The mission of this chapter is to make a clear
understanding of why Analytics? Where to use Analytics? Outcome of Analytics?
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This Chapter provides in-depth foundation level knowledge that enables reader of this chapter to efficiently provide grounding in basic
and advanced methods to Analytics and tools, including MapReduce and Hadoop in different field of study. The rate in which data is
exponentially growing has led to the evolvement of many technologies to better utilize this data for timely and accurate decision
making with the help of Analytics. This chapter adds a comprehensive coverage of Analytic algorithms specially meant for analyzing
data at an in-depth level. Decision trees, Support Vector machines and Neural networks are considered to be highly effective in
analyzing complex data for different domain. Variety of solutions can be provided for storing, managing, accessing, protecting,
securing, sharing and optimizing the information once analytics are properly fitted. Different Analytics tools are used some are open
source and some are paid. Paid Tools such as SAS, WPS, MS Excel, Tableau, Pentaho, Statistica, Qlikview, KISSmetrics
KISSmetrics,WeKa, BigML. Free Tools such as R, Google Analytics, Hadoop, Python, Spotfire can be used for Analyzing the data.

The following subsection deals with different emerging trends in various fields, along with dataset, tools for processing the data and
Analytical methods used. Some source of dataset are kaggle, catalog, etc which is available for public for research.

Information Analytics has a key job in improving your business. Here are 4 primary variables which imply the requirement for Data
Analytics:

• Accumulate Hidden Insights: Hidden bits of knowledge from information are assembled and after that broke down as for
business necessities.
• Create Reports: Reports are produced from the information and are passed on to the separate groups and people to manage
further activities for a skyscraper in business.
• Perform Market Analysis: Market Analysis can be performed to comprehend the qualities and the shortcomings of contenders.
• Improve Business Requirement: Analysis of Data enables improving Business to client prerequisites and experience.
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Abstract
Diabetes mellitus is a disease that impairs the body’s ability to process blood sugar due

to insufficient production of the hormone called insulin or the body’s resistant towards

insulin or both. There are three types of diabetes, namely, type 1, type 2, and gestational

diabetes. Among these types, type 2 is common and it is associated with lifestyle risk

factors such as inadequate physical activity, poor diet and increased body mass index

and hereditary factors. If it is not managed carefully, diabetes can lead to a

accumulation of blood sugars which can increase the risk of obtaining stroke, heart and

kidney diseases. Therefore a personalized advisory system which monitors the health

condition of the user through sensors acquire his/her diet and day-to-day activity

information through interactive platforms, store them in a common cloud platform,

process them through machine learning techniques, and provide valid health related

personalized advices to manage their health condition is the need of the hour

(American Diabetes Association, Diabetes Care 29:s4–s42, 2006). The proposed system

uses an IoT Cloud platform named ThingSpeak, where the sensor data can be sent to

the cloud for storing, analyzing, and visualizing the data with MATLAB or other

software and our own applications can be developed and operated by MathWorks. A

web application has been developed and made available to the users to manage

diabetes or prevent them from diabetes and its dangerous complications.
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Abstract
Today's digital world has been turned into a classy one due to the emerging technology, Internet of Things (IoT). IoT is about
connecting any device to any other device or object or person or any entity of interest. Through internet, the connectivity span is
increased making it a fully linked environment. An attack is a threat that can harm any component of a system. In case of IoT, such
attacks may take place at any level, software, hardware, network, etc. Stakeholders of IoT, designers, developers, or users must
know the range of attacks associated with every segment of IoT. In this regard, this chapter gives an eye opener for getting familiarity
with various types of attacks at all levels. Also, to take care of attacks prone systems, the concepts of threat modeling with supporting
details are discussed in this chapter.

Chapter Preview

Introduction
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Introduction to IoT
Technology is endeavouring to reach it’s pinnacle. Technology is getting evolved at a very faster rate. Internet of Things is one such
devastating technology. There is a huge growth in this great field due to the significant development and easily affordable powerful
devices such as sensors, Radio Frequency Identification (RFID) tags, Near Field Communication (NFC) cards, IoT, etc. But there are
certain grey areas pulling it backward. One such is the security attacks triggered by intruders or hackers or malicious entities to
shatter the privacy and security of any computing system (Atzori,2010). These attacks topple the privacy and security.

Many researchers are building security solutions like Honeypots, IDS, secure kernels, etc to overcome this problem (Biradar, 2018). It
is essential to have a clear knowledge about the security attacks for developing a security model. Only a clear knowledge about the
security attacks will pave way to achieve a perfect security model. So it is essential to have a deliberate idea about the security
attacks. This chapter provides the security attacks targeting the internet of things.

IoT Applications and Challenges
IoT extends its beneficial hand to various disciplines viz., Smart Agriculture, Smart City, Supply Chain and Logistics, Smart
Infrastructure, Healthcare systems and so forth. Many tasks like monitoring the system, tracking the inventory, enhancing customer
service, data exchange etc has become very easy due to the advent of IoT (Suo, H, 2012). It is predicted that by 2022, the count of
IoT devices connected to internet will cross 18 billion (Mosenia, 2010).

The system concentrates on device to device interaction, human to device interaction and performs data exchange. Though IoT
renders many advantages, it is vulnerable to many security threats due to huge amount of system access and crippling IoT features
(Sengupta,2020).

IoT Layers
IoT is the connection of interconnected objects with unique address and standard protocol for communication through internet
infrastructure at any time (Kouicem, 2018). Based on the functionalities of IoT, it is broadly grouped into three layers namely
Perception Layer, Network Layer and Application Layer. Figure 1 gives the illustration of the layers of IoT. Each layer is discussed in
details so that it facilitates to know the security attacks on each of these layers.

Figure 1. Three tier layer architecture of IoT
(https://igiprodst.blob.core.windows.net:443/source-content/9781799877561_265787/978-1-7998-

7756-1.ch007.f01.png?sv=2015-12-11&sr=c&sig=9E2Li3uDqPEzaUg8mvI02zoeNOh0U%2FrjL5CizQvsrxs%3D&se=2021-06-
11T16%3A27%3A05Z&sp=r)

Perception Layer
Sensing the environment, identifying small objects and gathering required data is the major functionality of the Perception layer. It has
sensing nodes or sensing devices with communication capability. Many types of devices are used to sense the environment like
temperature sensor, humidity sensor, vibration sensor, proximity sensor, position sensor, radiation sensor, vision and imaging
sensors, RFID tags, NFC cards GPS system, web camera, etc. With the help of these devices the remote location is sensed and the
data about it is made ready for exchange.

Network Layer
This layer is in charge for data exchange and communication among all the nodes and device. It uses standard protocols for
establishing the communication. Gateway is one of the significant components in this layer. It goes through all the data exchanges.
Gate way is the protocol converter that sophisticates smooth communication. Gateway is capable to convert the data packets as per
the protocol requirement of destination and as per the needs of architecture. Gateway is installed either at the starting point or at the
end point of the network.

Application Layer
The application layer is responsible for service providing and determines set of protocols required for message exchange. This layer
manages the whole IoT system which includes applications, business and profit models. User sophistication is taken care by this
layer.

Complete Chapter List
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Abstract

The abnormal growth of cells known as malignant tumors and also called as breast
cancer. These types of tumors will affect other the entire body. Different types of cancer
prevailing in the human body, the medical or scientific world are not sure about the exact
cause of the disease. In this paper dataset are analyzed by the report by using screening
mammogram, malignant neoplasm by using exam reasons and procedure codes. The
classification rules are generated to represent the relationship between procedure code
and exam reasons.
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Abstract
Software security has become a very critical part of our lives. A software developer who has a fundamental understanding of
software security can have an advantage in the workplace. In the massive Equifax breach that occurred in 2017 that exposed
data of roughly 140 million people, attackers exploited a vulnerability in Apache Struts, CVE-2017-5638, which allows remote
attackers to execute arbitrary commands when specially crafting user-controlled data in HTTP headers. Sensitive data exposure
issues are essential to know to protect customer data. It is fascinating to understand how attackers can exploit application
vulnerabilities to perform malicious activities. The authors also want the reader to be aware of the fact that we should always be
thinking about how our applications handle user-controlled data so that we can put guards in place to minimize security issues in
the development of new applications.
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Abstract

The steganography utilizes the craft of covered up; its principle point is to pass unnoticed
information in information. There are numerous kinds of information utilized in
steganography, for example, message, image, and video. Encryption is the job of securing
data by shuffling it into a provision that cannot be used effectively and is called as the
figure content. This mysterious figure or message content should be used by people using
an anonymous key and able to decode the note into basic form. To match mystery
information or single point data to the targeted alternative to various applications we use
steganography. In cryptography, normally the matter in the mysterious note is mixed
whereas in steganography the mysterious note is installed from diffuse standard. The
proposed framework encodes a book or image within a cover image. Videos and images
are exceptionally regular decisions to hide information. It is significant for the powerful
and effective installation procedure to choose the video outlines which contains proper
picture view that can be used to store mystery information. The audiovisual-built
steganography is used due to memory prerequisites along with huge scope. LSB inclusion
system, for concealing data we change LSB of video document with the data bits. This
paper will concentrate on concealing data in an explicit video envelope and in an explicit
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Abstract
For centuries, the concept of a smart, autonomous learning machine has fascinated people. The machine learning philosophy is to
automate the development of analytical models so that algorithms can learn continually with the assistance of accessible information.
Machine learning (ML) and deep learning (DL) methods are implemented to further improve an application's intelligence and
capacities as the quantity of the gathered information rises. Because IoT will be one of the main sources of information, data science
will make a significant contribution to making IoT apps smarter. There is a rapid development of both technologies, cloud computing
and the internet of things, considering the field of wireless communication. This chapter answers the questions: How can IoT
intelligent information be applied to ML and DL algorithms? What is the taxonomy of IoT's ML and DL and profound learning
algorithms? And what are real-world IoT data features that require data analytics?

Request access from your librarian to read this chapter's full text.

Full Text Preview

Introduction
Artificial intelligence is a part of computer science that deals with empowering skills and knowledge to the inhuman things in the
world. It mainly encompasses two noteworthy thrill terms, namely, machine learning and deep learning. A profound scrutiny of three
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Abstract
Customer study is considered as an important business plan to improve the enterprise's

goal. The purpose of customer analysis is to understand the potential customer within

the enterprises and their organizational needs and how well the customers are pleased

with the company service. To perform better customer analysis, the need for CRM is

studied. But the customer data generated are in large dimensional which possibly holds

correlated and uncertainties variables in the dataset. To perform better analyzes with

these customer data, NB an ML model is applied. But the violation of NB assumption

proposed toward variables causes NB to work shoddily. To improve customer analysis

using the NB, the variable selection mechanism is proposed. The proposed hybrid

mechanism is based upon the filter and the wrapper mechanism. The hybrid mechanism

comprises of two phases—first using the ReliefF filter approach, the customer data are

processed and ranked attribute subset is generated. Then using threshold value, best

attribute set is obtained from the scored attribute subset. Then the preselected variable

set is processed using SFS and genetic wrapper approaches individually to get the best

optimal variable subset. Further, the variable set acquired using the proposed

technique is analyzed with the NB model and performance is computed. The

performance hybrid-NB is compared using the filter-NB, wrapper-NB and NB without

using any variable selection mechanism. The results present proposed hybrid work

better to get the best variable subset and also increase the performance of the NB

classifier. Compare to the wrapper approach, the proposed hybrid approach exits less

computational time.
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Abstract

Drunken driving and juvenile driving are the root causes of accidents on the road. The

aim of this book chapter is to put an end to the cause of such accidents, with the use of

an IoT-enabled smart automobile by preventing drunken and juvenile drivers from

accessing the automobile. A survey highlights that between 2008 and 2017, drunken

driving and use of drugs has led to 211,405 accidents across India resulting in the death

of 76,446 people. Data also indicates that 2317 juvenile drivers died in accidents during

the year 2018. Our solution is to curb the problem at the root, by preventing the driver

from accessing the automobile when they are in an intoxicated state or are juvenile. A

graphene sensor is fitted on the steering wheel of the automobile. The driver will have

to blow air on the sensor; depending on the result, the driver will be given

access/denied permission to start the automobile. A fingerprint sensor will also be

installed along the rims of the wheel which in turn will fetch data from the cloud and

check the age of the driver who is driving once every 30 min. The graphene sensor and

the fingerprint sensor are interfaced with the Microcontroller FRDM-K64F which is

linked to the cloud-stored database. When the graphene sensor and the fingerprint

sensor give permission, the automobile can be started and driven.
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Abstract

In recent times, Internet of Medical Things (IoMT) and cloud enabled healthcare
applications and services finds helpful for effective decision-making. Melanoma is the
serious kind of skin cancer, results to high death rate. Earlier identification of skin
cancer can leads to maximum survival rate. But the diagnosis process becomes
difficult and expensive because of the need of medical experts and complex medical
equipments. To overcome this issue, the latest developments in IoMT based decision
making system with maximum performance can be used. This study introduces a new
IoMT based skin lesion detection and classification model using Optimal
Segmentation and Restricted Boltzmann Machines (RBM), named OS-RBM model.
The proposed OS-RBM model involves a series of steps namely image acquisition,
gaussian filtering (GF) based preprocessing, segmentation, feature extraction, and
classification. Then, optimal segmentation using artificial bee colony (ABC) with
kapur’s thresholding takes place. Besides, histogram and texture feature extraction
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Abstract

Design and evaluation of various DC-to-DC

converter topologies are presented in this article for

the applications of Battery-operated Electric

Vehicles (BOEVs) and Plug-in-Hybrid Electric

Vehicles (PHEVs). The comparison study of these

converters is explained and analyzed depending

upon the components utilized, output power,

losses, efficiency, switching frequency, count,

reliability, cost and electromagnetic interference
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(EMI). In the bidirectional DC-to-DC converter,

direction of power flow takes place in both forward

and reverse directions which is widely used in

diverse fields of applications. In this study, the

overall reviews of converter topology and control

strategies are discussed. This bidirectional converter

is broadly classified into two categories depending

upon the topology, namely isolated and non-

isolated converter configurations. In addition, the

switching strategies and control techniques for the

subgroups of converter topologies are also

presented.
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